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Risk Control
Cyber Risk Management Self-Evaluation

	Cyber Risk Management
Self-Evaluation Guide
The cyber self-assessment is a management tool to help you assess your program and prioritize action steps to address identified gaps. It is a Word document that can be downloaded and kept current on your computer. To get started, we recommend that you use the self-assessment tool to enter completion dates for cyber risk management controls that you have already implemented. Do not enter dates for controls until they have been fully implemented. This will allow you to identify and assess potential gaps. A comment section is also provided for each control to assist you with tracking the status.
The self-assessment is intended to be a dynamic document that will allow you to make updates to the dates or comments as needed. As controls are completed or updated enter the date of completion. As a minimum, we recommend you review and reconfirm all controls are properly implemented on an annual basis and re-date the item when completed.
The technical bulletins have been aligned with the self-assessment tools to provide additional guidance.
The assessment begins on the next page.
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	Program Administration
Controls to help align your security program with your business strategy and needs.

	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Establishing a security baseline
	A budgeting process conducted specifically for cyber security.
	
	

	
	A process to review and update the cyber risk management program whenever significant business, regulatory or technological changes have occurred that impact your business.
	
	

	
	Scheduled audits of the cyber risk management program by a qualified auditor to reconfirm compliance with applicable security standards or regulatory requirements.
	
	

	Cyber security team
	A Chief Information Security Officer (CISO) or equivalent with authority across all functions.
	
	Name and contact information:

	
	A baseline risk assessment that lists the likelihood and potential impact of cyber security threats.
	
	

	
	A process that is established to regularly review and update the risk assessment to identify gaps and prioritize security enhancements.
	
	

	
	Team member(s) responsible for IT technical support.
	
	Name and contact information:

	
	Team member(s) responsible for legal counsel.
	
	Name and contact information:

	
	Team member(s) responsible for human resources.
	
	Name and contact information:

	
	Business managers to represent all business departments.
	
	Name and contact information:

	
	A webmaster responsible for the company website.
	
	Name and contact information:

	
	A facilities manager responsible for building security and maintenance.
	
	Name and contact information:

	
	Third party equipment and service providers that support your service and equipment needs.
	
	Contact names, company and phone numbers:

	
	Other incident response team members.
	
	Team member – responsibility-contact information:

	
	A process to segregate duties to minimize the opportunity to commit a cyber breach.
	
	




	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Cyber security policies
	A written information security policy that is reviewed and updated at least annually.
	
	

	
	A written customer privacy policy that is reviewed and updated at least annually.
	
	

	
	A written password policy that is reviewed and updated at least annually.
	
	

	
	A written internet usage policy that is reviewed and updated at least annually.
	
	

	
	A written email usage policy that is reviewed and updated at least annually.
	
	

	
	A written company mobile device security policy that is reviewed and updated at least annually.
	
	

	
	A written social media policy that is reviewed and updated at least annually.
	
	

	
	A written copyright and licensing policy that is reviewed and updated at least annually.
	
	

	
	A written record retention and disposal policy that is reviewed and updated at least annually.
	
	

	
	Incident reporting procedures that are communicated to all employees and third-party contractors to inform them of who to contact to report and the procedure for handling incidents.
	
	Incident reporting contact information:




	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Physical access controls
	A building security alarm system that is connected to a central monitoring station.
	
	

	
	Written access control policy and physical controls to restrict access to equipment or rooms that store or transmit sensitive data or information.
	
	

	
	Security agreements and access controls established with other tenants if telephone equipment rooms are shared.
	
	

	
	Locking devices to secure computers to workstations.
	
	

	
	Office areas that are arranged and employee procedures established to prevent unauthorized viewing of sensitive data/information.
	
	

	
	Locked cabinets provided for storage of sensitive information.
	
	

	
	Electronic and telecommunications equipment rooms located, arranged and alarmed to prevent water, fire or heat damage.
	
	

	
	Paper shredders/locked waste baskets provided for destruction of sensitive data.
	
	

	Third-party management
	A contract with a paper shredding company to dispose of sensitive data that specifies the contractor is knowledgeable of and responsible for legal compliance.
	
	Contractor contact information:

	
	A contract with a certified computer equipment recycler for data removal from equipment and equipment disposal/recycling. The contract specifies the contractor is knowledgeable of and responsible for legal compliance.
	
	Contractor contact information:

	
	A formal process for selecting and managing third-party product or service providers.
	
	

	
	A requirement that all contracts are approved by legal counsel and senior management before signing.
	
	

	
	Contract terms and conditions with third parties to protect your company interests with risk transfer provisions such as, hold harmless, indemnification, and defense clauses.
	
	




	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Third-party management continued
	Contract terms to specify the insurance coverage and limits third parties must have in place.
	
	

	
	A scheduled review of certificates of insurance to help confirm third parties liability coverage and limits are current and continue to comply with contract requirements.
	
	

	
	Contracts with third parties to specify the level and/or types of security controls and processes they must provide.
	
	

	
	Contracts with third-party service providers that include requirements for notifying your company of any security incidents they experience.
	
	

	
	Contracts with third parties that specify their requirements for promptly assisting your company in its recovery efforts if you experience a breach.
	
	

	
	Contracts with third parties specify your rights and/or requirements for conducting security audits.
	
	





	Information Security
Access privileges and control policies to help ensure access to information is commensurate with job responsibilities.

	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Data inventory and classification
	All information used or stored by the company has been inventoried.
	
	

	
	Business managers have been appointed to classify the information by sensitivity level.
	
	

	
	The CISO has established administrative and technological protection levels for each sensitivity level.
	
	

	
	A schedule has been implemented for the business managers to review and revise classifications as needed.
	
	

	
	An information retention and disposal policy has been implemented for all departments.
	
	

	User access privileges and control policies
	User access privileges and control policies have been implemented.
	
	Controls include:

	
	Business managers are responsible for assigning employee user access privileges and promptly notifying the CISO whenever changes are made.
	
	

	
	A process has been established for providing access privileges to service providers or business partners.
	
	

	
	Automated controls to support the policy are implemented.
	
	Automated controls include:

	
	An encryption policy for storage and transmission of information has been established.
	
	The policy requires:

	
	A policy for downloading or storage of information on removable computer media use has been established.
	
	The policy requires:

	
	A schedule has been implemented for the business managers to reconfirm access privileges are properly assigned and unauthorized users have been removed.
	
	

	Password management
	Instructions on what qualifies as a strong password have been developed and communicated to all users.
	
	Strong passwords require:

	
	Password management procedures have been established and communicated to all users.
	
	

	
	A schedule requiring password changes has been established.
	
	Password change frequency is:

	
	Automated controls to ensure password procedures are followed have been implemented.
	
	Automated controls include:




	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Cyber security training
	An employee cyber security awareness training program has been established.
	
	The training program includes:

	
	A requirement that all new employees must complete the training within a predetermined timeframe from days of hire.
	
	New employees must complete training within:

	
	A requirement that all employees repeat the training at least annually.
	
	

	Human Resource controls for data security
	Written job descriptions that describe employee responsibilities for following company cyber security policies and controls.
	
	

	
	Where permitted, pre-employment background screening for potential new hires and third-party consultants.
	
	

	
	Employment agreements to return company equipment and information upon termination.
	
	

	
	A written disciplinary action process that addresses users who have conducted security infractions.
	
	

	
	A process for promptly terminating access privileges on resignation.
	
	





	Network Security
Incorporating technological controls designed to help balance protection against cyber attacks and business transaction needs.

	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	IT equipment and system inventory
	An inventory of all equipment, software and applications, mapped to the business functions and name of person responsible for each item.
	
	

	
	A procedure that requires CISO approval for all new equipment, programs and software.
	
	

	
	A scheduled IT asset management inventory process to update changes and/or remove all non-approved systems, equipment and devices.
	
	

	Map and secure your network
	A process to map the network and update it as changes are made.
	
	

	
	Regular assessments of the network and endpoint connections to confirm it is properly configured to achieve company security objectives.
	
	

	
	Periodic assessments to determine the need for two factor authentication and/or to confirm it is utilized in accordance to company policy.
	
	

	
	Internet HTTPS communication protocols and are regularly monitored for compliance.
	
	

	
	Technological controls for all remote access and regularly assessed to confirm they achieve company security requirements.
	
	

	
	Technological controls for WLANs and regularly assessed to confirm they achieve company security requirements.
	
	

	
	Audits to confirm systems that handle payment card transactions are in compliance with PCI (Payment Card Industry) standards and bank/processor contracts.
	
	

	
	Technological controls for Internet of Things devices are regularly assessed to confirm they achieve company security requirements.
	
	

	
	Periodic reviews to confirm network mapping changes are regularly updated into the business continuity planning process.
	
	




	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Malicious software and malware protection
	Assessments to confirm web filtering/content control software is applied as needed.
	
	

	
	A contract with an antivirus third party service to ensure all equipment is continuously updated.
	
	Anti-virus company contact information:

	
	Automated controls to notify the CISO when a device has not accepted the antivirus update within a predetermined timeframe.
	
	The controls and timeframe are:

	
	Ann automated software patch and upgrade management process with all equipment and systems providers.
	
	Vendor names and contact information:

	
	Automated controls to notify the CISO when a device or system has not accepted the software patch or upgrade within a predetermined timeframe.
	
	The controls and timeframe are:

	
	Reviews conducted by the CISO to identify and remove outdated equipment, software and applications that cannot support current security protocols.
	
	

	
	A written review and approval procedure for software or application changes.
	
	

	
	A process for removing unneeded software or applications and for changing default passwords on all newly purchased equipment.
	
	

	
	A requirement for testing new or developmental software prior to introducing into the network.
	
	

	Administrator privileges
	A requirement that only senior management and the CISO can authorize who will have administrator privileges and the extent of the privileges.
	
	

	
	Stronger security controls and requirements for the administrators.
	
	

	
	Administrator super-authority access and controls.
	
	

	
	Requiring two factor authentication for all third-party or remote administrators to gain access to the network.
	
	





	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Company website
	A requirement that any technological changes to the website must be reviewed and approved by the CISO.
	
	

	
	A requirement that all website content must be reviewed and approved by the webmaster.
	
	

	
	A requirement that the webmaster and others with authority to program on the website have been educated on administrator and user cyber security requirements.
	
	

	
	A requirement that legal review and approval is required for all website content, including pictures, video, audio and other media.
	
	

	
	A privacy statement for the website is reviewed at least annually.
	
	

	Network logging and monitoring
	A contract with a service provider to provide monitoring and logging services.
	
	Service provider contact information:

	
	Personal and established procedures to promptly remediate any discovered vulnerabilities.
	
	





	Incident Prevention and Recovery
Implementing prevention and mitigation plans and establishing an incident response team to proactively respond if needed.

	Program competency bulletin
	Cyber Risk Management controls
	Completion or Revision Date
	Comments

	Business continuity plan
	A written business continuity plan incorporating the cyber risk management plan is in place and updated at least annually.
	
	

	
	A cyber threat assessment and business impact analysis is conducted and is updated at least annually.
	
	

	
	Responsibilities for creating a system image back-ups and conducting periodic testing are in place.
	
	Assigned person and back up frequency:

	
	A process to identify critical systems, equipment, software, applications and back-up strategies has been established.
	
	Critical items include:

	
	Responsibilities for doing back-ups of critical information have been established.
	
	Assigned person and back up frequency:

	
	An offsite location is used to store data back-ups.
	
	Location and contact information:

	
	Procedures to test and exercise the business continuity plan to evaluate its effectiveness.
	
	Description of last test:

	Incident response plan
	An incident response team leader has been designated.
	
	Contact information:

	
	A contract with a breach coach skilled in security and privacy compliance issues has been entered.
	
	Contact information:

	
	Incident response team members and their responsibilities have been designated.
	
	Members and responsibilities include:

	
	Contracts with external third- party suppliers, vendors, and contractors to assist in investigation and recovery are in place.
	
	Company contact information:

	
	A contract with a certified forensic investigation company is in place.
	
	

	
	Incident notification procedures for employees and third parties have been posted.
	
	

	
	A written IT incident response plan has been established that is reviewed at least annually.
	
	

	
	A continuous improvement process to review lessons learned and update the cyber security program as needed is in place.
	
	

	
	A process to assess the incident response team at least annually to reconfirm the team includes the skills and resources needed to effectively handle cyber incidents or breaches is in place.
	
	Results of last test:
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