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Michael.Lettman@hg.dhs.gov — DHS CISA AZ Cyber Security Advisor

CISA Links:

CISA Homepage: Homepage | CISA

CISA Shields up: Shields Up | CISA

Free CISA Cyber Resources: Cyber Resource Hub | CISA

Insider Threat Resources: Insider Threat - Cyber | CISA

Grants: CyberGrants | CISA

Cyber Goals for Critical Infrastructure: Cross-Sector Cybersecurity Performance Goals | CISA
Ransomware info: Stop Ransomware | CISA

Phishing info: Phishing Infographic | CISA

Exploited Vulnerabilities: Known Exploited Vulnerabilities Catalog | CISA

CISA Routinely Exploited Vulnerabilities Announcement:
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-
117A Joint CSA 2021 Top Routinely Exploited Vulnerabilities Final%20(1).pdf

Mitigations for Routinely Exploited Vulnerabilities:

CISA, FBI, NSA, and International Partners Warn Organizations of Top Routinely Exploited Cybersecurity
Vulnerabilities | CISA

CISA Mis-information, Dis-information, and Mal-information: MDM Resource Library | CISA

Sharing information:
https://www.cisa.gov/sites/default/files/publications/Sharing Cyber Event Information Fact Sheet FI

NAL v4.pdf
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CISA Cyber Resources (nho cost to election agencies):

Cyber Resource Hub | CISA

- Cyber Resilience Review (CRR)

- External Dependencies Management (EDM)

- Cyber Infrastructure Survey (CIS)

- Phishing Campaign Assessment (PCA)

- Cyber Tabletop Exercises (CTTX)

- Cyber Hygiene (CyHy)/Vulnerability Scanning
- Validated Architecture Design Review (VADR)
- Risk & Vulnerability Assessment (RVA)

Resources to consider from CISA or others to prepare for attacks:

CRR and CIS risk assessments
= Alook at where you are running cyber risk

Vulnerability Scanning
= Ascanning of internet-accessible systems for known vulnerabilities on a continual basis. As
potential issues are identified,

Remote Penetration Testing (web apps and systems)
= Utilizes a dedicated remote team to assess and identify vulnerabilities and work with customers
to eliminate exploitable pathways.

Phishing Campaign Assessment
= Measures the susceptibility of an organization’s staff to social engineering attacks, specifically
email phishing attacks.
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