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	Travelers Insurance Company of Canada
	CyberRisk Short Form Application

	
	


The information requested in this Application is for a Claims-Made policy. If issued, the policy will apply only to claims first made during the policy period or any applicable extended reporting period. The limit of liability available to pay losses will be reduced and may be exhausted by amounts paid as defense expenses. The retention will apply to defense expenses.
IMPORTANT INSTRUCTIONS: This Application will only be accepted for Applicants with revenues of $50,000,000 and below and assets of $500,000,000 and below.
CONTACT INFORMATION

	“Applicant” means all entities, including subsidiaries, for which coverage is requested.
Name of Applicant:

     

	Address:

     

	Web Address:

     
	Total Revenues:
$     
	Total Assets:

$     
	Employees:

     


GENERAL RISK INFORMATION
	1.
	Does the Applicant have:
	

	
	 Up-to-date, active firewall technology
	 Updated anti-virus software active on all computers and networks

	
	 Patch management procedures
	 Intrusion detection software

	
	 Multi-factor login for privileged access
	 Valuable/sensitive data backup procedures

	
	 Remote access limited to VPN
	 Procedure to test or audit network security controls

	
	 Incident response plan
	 Disaster recovery plan, business continuity plan, or equivalent

	
	 Media and website content controls
	 A person or department responsible for information security

	
	 Require service providers to demonstrate adequate network security

	2.
	If applicable, is the Applicant currently compliant with Payment Card Industry Data Security Standards (PCI-DSS)?
	 N/A No
 Yes


	3.
	If applicable, is the Applicant HIPAA compliant?
	 N/A No
 Yes


	4.
	Does the Applicant encrypt private or sensitive data?
	 At Rest
	 In Transit
	 On Laptops and Mobile Devices


WARRANTY
	5.
	In the past 3 years, has the Applicant: (i) experienced a network or computer system disruption due to an intentional attack or system failure, an actual or suspected data breach, or an actual or attempted extortion demand; or (ii) received any complaints, claims or been subject to litigation involving matters of privacy injury, identity theft, denial of service attacks, computer virus infections, theft of information, damage to third party networks, or the Applicant’s customer’s ability to rely on the Applicant’s network?
	 No Yes


	6.
	Is the Applicant or any person proposed for this insurance aware of any fact, circumstance, situation, event or act that reasonably could give rise to a claim against them under the insurance policy for which the Applicant is applying?
	 No Yes


	
	If questions 5. or 6. are answered “Yes”, attach an explanation.


SIGNATURE AND PRIVACY CONSENT

1.
The undersigned Authorized Representative represents that to the best of their knowledge and belief, and after reasonable inquiry, the statements provided in response to this Application and all attached Coverage Section Applications, including Supplemental Applications (collectively, “the Application”), are true and complete, and may be relied upon by Travelers Insurance Company of Canada as the basis for providing insurance. The Applicant will notify Travelers Insurance Company of Canada of any material changes to the information provided. This Application, including any requested or submitted information, will be deemed attached to and form a part of any policy issued.

2.
The undersigned Authorized Representative hereby consents to the collection, use, and disclosure of:

a. 
the undersigned’s personal information; or

b. 
the personal information of a third party (such as a family member, director, officer, or employee); and the undersigned represents they have obtained that person’s consent to such collection, use, and disclosure in accordance with Travelers Insurance Company of Canada’s Privacy Policy*;

in the ordinary course of business:

(1)
for the purposes of underwriting bonds, policies of insurance, and all other related insurance products offered by Travelers Insurance Company of Canada and all related documentation, bond, or policy management (which includes: handling customer complaints; any activities associated with extensions, renewals, substitutions, and modifications of such bond or policy of insurance; and claims administration); or

(2)
by and to its affiliates, reinsurers, legal advisors, other financial institutions, regulatory bodies, and any third party deemed necessary by Travelers Insurance Company of Canada.

*Travelers Insurance Company of Canada’s Privacy Policy is available online at www.travelerscanada.ca. If you have any questions about our Privacy Policy, contact our Privacy Officer at 1.800.268.8447 or 416.362.7231.

	Authorized Representative Signature*:

X     
	Authorized Representative Name and Title

     
	Date (dd/MON/yyyy):

      


*If you are electronically submitting this document, apply your electronic signature to this form by checking the Electronic Signature and Acceptance box below. By doing so, you agree that your use of a key pad, mouse, or other device to check the Electronic Signature and Acceptance box constitutes your signature, acceptance, and agreement as if actually signed by you in writing and has the same force and effect as a signature affixed by hand.

 Electronic Signature and Acceptance – Authorized Representative
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