TRAVELERS] Travelers Cyber Risk Services

Monitoring, tools and services that help to predict and prevent cyber threats —
so that you can focus on growing your business, not responding to cyberattacks.

TRAVELERS CYBER POLICIES INCLUDE: CUSTOMER STORY

Always-On Threat Monitoring and Alerts

 Take action with same-day threat alerts that help to identify Policyholder virtual private
attacks before they escalate. network (VPN) credentials
are seen for sale on adark

* Review step-by-step actions tailored to your organization. web marketplace

Expert Guidance from Our In-House Cyber Risk Services Team

» Get personalized guidance to help strengthen security and reduce
risk — including specialized assessments on Al risk management
and social engineering fraud.

* Maximize the effectiveness of your security investments. Within minutes,
Travelers has reached the
24 /7 Cyber Risk Dashboard policyholder and broker

» Check your cyber exposure and view custom security
recommendations anytime.

e Access a network of preferred cybersecurity vendors.

Personalized Policy Onboarding

» Meet your Travelers Cyber Risk Services team and get familiar & VPN is taken offline to

with your service offerings. prevent thftSplzead of
an attac
* Review your current security report and receive actionable

recommendations.

ORGANIZATIONS THAT ENGAGE WITH THESE
SERVICES WERE SHOWN TO:" Travelers helps the policyholder

set up multifactor authentication
(MFA) on their VPN accounts

BD)

* Benearly 20% less likely to experience a cyber breach

* See nearly 27 % lower total claim costs per cyber breach

*The frequency and severity of cyber insurance claims were found to be lower on average across all
policyholder organizations that met a minimum threshold for engaging with the service offerings Mai k
described above by registering their account on the Cyber Risk Dashboard @ ajor ransomware attac

averted, avoiding potential
interruption to operations,
reputational harm and an
estimated $250,000+ claim



HOW IT WORKS:

1. Get Started: After your policy is 2. Onboarding Call: Once you've 3. Year-Round Support: Schedule an
issued, we’'ll send an email inviting registered your dashboard account, eligible service from the menu below
you to register for the Travelers send us an email at the address below by sending us an email or going to the
Cyber Risk Dashboard. to schedule your Onboarding Call.” Risk Services page in your Dashboard.

You and your insurance representative can reach us at cyberservices@travelers.com.

Online Tools and Always-On Services All Travelers Cyber Policyholders
v

Cyber Risk Dashboard

External perimeter scanning

Personalized alerts for emerging cyber threats

Continuous dark web monitoring

Cyber expert security consultations Up to 5 calls
Multifactor authentication implementation support Up to 5 calls

Self-service risk assessment

Employee security awareness training

Discounted vendor rates

NENENEVENENENENEN

Cyber newsletters and webinars

Expert Support Under $50M $50-100M $100M+
Avllcble o palicyhlderswit ST yber it and Revenue Revenue Revenue
Policy onboarding call v/ 30-min call v/ 30-mincall v/ 30-mincall
Meet the data breach coach v" 1-hrcall v" 1-hrcall v’ 1-hrcall
Al risk assessment v" 1-hrcall v" 1-hrcall v 1-hrcall
Social engineering fraud risk assessment v" 1-hrcall v" 1-hrcall v' 1-hrcall
Post-incident consultation v" 1-hrcall v" 1-hrcall v' 1-hrcall
Cybersecurity risk assessment v" 1-hrcall v' 1-hrcall
Scan reports for third-party vendors v' 15scans v' 15scans
Incident response tabletop exercise™ v" 30-min prep call V" 2-hrvirtual + prep call
Incident Response Planning (IRP) Template and guide Template and guide v' 1-hrcall
Business Continuity Planning (BCP) Template and guide Template and guide v' 1-hrcall

*Available to policyholders with $1M+ cyber limit

To access a full description of each service and
its benefits click here or scan the QR code

**On-site tabletops are available via third-party vendors
atareduced cost

travelers.com
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This document is provided for informational purposes only. It does not, and it is not intended to, provide legal, technical or other professional advice, nor does
itamend or otherwise affect, the provisions or coverages of any insurance policy or bond issued by Travelers. The policyholder will be solely responsible for any
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