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5 Cyber Readiness

Practices for
Public Entities

Authentication (MFA)

Implement Multifactor @

MFA includes the use of two or more authentication
factors to verify a user’s identity prior to allowing
access to IT resources. Factors can include:

A Information only the
KX user knows, such as a
1D password or passphrase.

A token, smartcard
or device.

99.9%

of account compromise attacks
can be prevented by using MFA."

Keep Systems Current

Apply the latest patches for security weaknesses in order to:
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Help track, obtain Permit priority-based Perform reporting and
and validate patching, with critical auditing to detectifa
available patches. patches being applied patch fails anywhere
as soon as possible. on the network.

Use Endpoint Detection @b

and Response (EDR) H
To help provide advanced, automated detection of
suspicious activity, intrusions and attacks in real time

and protect endpoints, including:

EE Network servers
and hardware

Internet of Things (loT)
devices

Operational

Cloud-based apps edimelemy (@)

Mobile and
desktop devices

Have an Incident
Response (IR) Plan

To limit the damage and lessen the time it takes
to return to “normal” operations following a cyber
incident, an incident response plan should outline:

[z WHO does what
[z HOW it gets done
[z WHEN it gets done

Back Up Data

Adopt a 3-2-1 strategy to reinforce your data:
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‘ Retain 3 copies of your data
‘ and network configurations.

Maintain 2 different
types of storage
at a minimum.

Investing in cyber insurance can
be a smart strategy, too.

Store 1 copy in a secure,
remote location.

Travelers CyberRisk is a modular cyber insurance
solution for public entities, offering 16 insuring
agreements, including potential coverage for:

Liability Cybercrime

Business loss Breach response

To learn more about cyber insurance
for public entities, visit:
travelers.com/cyber-insurance/public-sector.

*https: //www.travelers.com/iw-documents/travelers-institute /Travelersinstitute-US-CybersecurityGuide.pdf

This information is for general informational purposes only. None of it constitutes legal or professional advice, nor is it intended to create any attorney-client relationship
between you and the author. You should not act or rely on this information without seeking the advice of your own attorney or other professional advisor. Travelers does not
warrant that adherence to, or compliance with, any recommendations, best practices, checklists or guidelines will result in a particular outcome. In no event will Travelers or

any of its subsidiaries or affiliates be liable in tort or in contract to anyone who has access to or uses this information. Travelers does not warrant that the information in this
document constitutes a complete and finite list of each and every item or procedure related to the topics or issues referenced herein. Furthermore, federal, state or local laws,
regulations, standards or codes may change from time to time and the reader should always refer to the most current requirements. This material does not amend, or otherwise
affect, the provisions or coverages of any insurance policy or bond issued by Travelers. It is not a representation that coverage does or does not exist for any particular claim or
loss under any such policy or bond. Coverage depends on the facts and circumstances involved in the claim or loss, all applicable policy or bond provisions, and any applicable law.

The Travelers Indemnity Company and its property casualty affiliates. One Tower Square, Hartford, CT 06183

© 2024 The Travelers Indemnity Company. All rights reserved. Travelers and the Travelers Umbrella logo are registered trademarks of The Travelers Indemnity Company in the U.S.
and other countries. BPSIN.OO10 Rev. 4-24


https://www.travelers.com/business-insurance/cyber-insurance/public-sect
https://www.travelers.com/iw-documents/travelers-institute/TravelersInstitute-US-CybersecurityGuide.pdf

