
A form of malware that targets your critical data or
systems for the purpose of extortion.

WHAT IS RANSOMWARE?

CYBER ATTACKS ARE A

COSTLY RISK
THE RANSOMWARE
LANDSCAPE

WHICH INDUSTRIES ARE TARGETED THE MOST?

5. Consumer 
Services

PHISHING EMAILS MAY LOOK LEGITIMATE,
BUT THEY ARE THE MOST POPULAR VEHICLE

USED TO SPREAD RANSOMWARE.

16.2 days
Average time a ransomware 

incident lasts1

187 million
Number of ransomware attacks

detected in 2019 by a single 
cyber security firm2

HOW CAN BUSINESSES REDUCE THE 
RISK OF A RANSOMWARE ATTACK?

Top 5 industries affected by ransomware1 

2. Healthcare1. Professional 
Services

3. Software 
Services

4. Public 
Sector

1 www.coveware.com/blog/2020/1/22/ransomware-costs-double-in-q4-as-ryuk-sodinokibi-proliferate
2 www.sonicwall.com/2020-cyber-threat-report/
3 www.microsoft.com/security/blog/2016/03/22/new-feature-in-office-2016-can-block-macros-and-
  help-prevent-infection/
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Learn more about the risks of ransomware and how 
cyber insurance can help protect your business. 
Visit travelers.com/cyber

1.Train your employees

2.Disable Microsoft Office macros when not needed³

3.Block Remote Desktop Protocol (RDP)

4.Strengthen controls over privileged access

5. Leverage open-source intel

6. Review and test backup and recovery capabilities
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Body copy is medium, 16/19.

Body copy is medium, 16/19.

Headers on light gray background are dark blue, bold, 24/28. 

Headers on darker gray background are red, bold, 24/28. 

Subheader in two lines, preferably less than 10 words; 
first line in book, 28/32; second line in red, semibold, 
28/32 with a period.

Boxed sections can either be grid-like or have a larger 
graphic that organizes information with call-out numbers 
or major points of information.

Graphical element or icon 
to represent topic; can use 
digital color palette; faded 
texture or pattern in the 
box background.

Icon in red 
and gray.

Icon in white.

Business line or topic; in caps, bold, 11/13.

Icons on darker gray 
background should be 
blues and red.

Icons on lighter gray 
background should be 
grays or red as needed.

CTA box is red with faded texture or pattern if possible to tie into 
topic. Same icon from the top right header box is used here in white.

The rest of the call to action text is medium, size depends on amount of copy.

Learn more text is caps, bold, and size 
depends on amount of copy in CTA.


